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1. What is SVPN fingerprint Authentication?

SVPN fingerprint Authentication

Add a fingerprint authentication method in SVPN with UBAS(Unified fingerprint authentication System)

= Convenient authentication system with ID and fingerprint
X UBAS : A system customized to jointly use Nexsign solutions for many services in the infrastructure business

How to access SVPN with Fingerprint

@ Enter ID from SVPN portal @ Fingerprint registration at your phone ® Connected to SVPN

SYEN

SKTQ .. A Tl 5% 11:17 AM SKTW O @ B8 Tl 9% 1118 AM

Samsung Virtual Private Network Service

Comnected,

| Fmgerp"nt Use your fingerprint to

verify your identity. Authentication Succeeded

CANCEL Click "Complete" button to login

[] save ID

Coto oo o

Forget your ID or Password? | Reset Fingerprint Device

Customer Support | Korean
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Authentication

[ 2. Fingerprint authentication registration 2-1. Login with fingerprint ]

1) Click Fingerprint menu
2) Put SVPN ID and click Sign-in button

SYEN

Hsafe and Co nvenient Way to You r Work“ Samsung Virtual Private Network Service

~fl| Fingerprint &

m

[] Save ID

Forgot your ID or Password? | Reset Fingerprint Device

Customer Support | Korean
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2. Fingerprint authentication registration 2-2. User |dentification

1) Put your SVPN Password and Click Authentication button.
2) Verify Authentication Result.

3) Receive a message containing the URL to download UBAS App. through Either way of E-mail or Knox Messenger.

UBAS User registration UBAS User registration
There is no user information registered in UBAS. There is no user information registered in UBAS.
Follow the steps below to register information for UBAS login. Follow the steps below to register information for UBAS login.

User authentication

ser authentication

1 e . 1 BDEBEBEBEBGS Authenticate
SVPN Password Authenticate

uthenticated I

Install the UBAS app

stall the UBAS app

Please visit the following URL on your mobile to install the app, ease visit the following URL on vour mobile to install the app,
2 http://www.samsungubas.com/v1/ 2 @ http://www.samsungubas.com/v1/
Send URL to External Email Send URL to Knox Messenger Send URL to External Email Send URL to Knox Messenger

Enter PIN code and register fingerprint after installing UBAS
Enter PIN code and register fingerprint after installing UBAS

3 3

CB393A C  1m

(O 8

Cancel OK Cancel oK
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2. Fingerprint authentication registration 2-3. UBAS APP Installation

1) Download UBAS APP.

2) Install UBAS APP and confirm the Installation Status.
SKTQ @ & 810 57l 65% @ 27 10:39 SKT £ N1 T 60% @ 11:15 AM

o O usas O usas

Do you want to install this application? It

UBAS will get access to:

www.samsungubas.cor

Mobile APP download

Simply log in to all systems with one-time L read phone status and identity
verification.

[«

UBAS APP Download

Installation Precautions

« [Installation is blocked] In the warning pop-up, please
select [Allow installation only] in [Settings> Security> App installed.
Unknown sources].

« When the app installation is completed, please enter
the PIN code issued from the PC screen and register the

authentication information.

Enler PN coce on FE oreun

CANCEL  INSTALL DONE OPEN
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2. Fingerprint authentication registration

1) Execute UBAS APP. and Put PIN Code.
2) Register your Fingerprint.

UBAS User registration

There is no user information registered in UBAS.
Follow the steps below to register information for UBAS login.

User authentication

1 $BCHEOEBEBEO

Authenticate

Authenticated

Install the UBAS app
Please visit the following URL on your mobile to install the app,

=] L Ko/
2 [[]_JI http://www.samsungubas.com/v1/

Send URL to External Email Send URL to Knox Messenger

2-4. Enter PIN Code and Fingerprint Registration

SKT® $ N0 UL 59%E 11:16 AM BN{@ TFL59%E 11:16 AM

X System Integration

Register Fingerprint

Enter PIN code on PC screen
You will be able to login simply after initial fingerprin

Enter PIN code and register fingerprint after installing UBAS

app
3

CB393A | C | 134

Cancel OK

* * _*_ * _*_ registration
1 2 3 4
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[ 3. SVPN Login via Fingerprint authentication 3-1. Fingerprint Authentication ]

1) Select Fingerprint
2) Put SVPN ID and click Sign-in button

SYEN

"Safe and Convenient Way to Your Work™ Samsung Virtua Private Network Service

&

[[] Ssve ID

Forgot your ID or Password? | Reset Fingerprint Device

Customer Support | Korean
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3. SVPN Login via Fingerprint authentication

3-2. Service Login

1) Try Fingerprint Authentication through UBAS APP.
2) After the process, Click ‘Complete’ to Login SVPN Service.

SKTQ @ .. BN{@ TFLI59%E 11:17 AM SKTd @ @ B RE@ TELI59% @ 11:18 AM

Use your fingerprint to
verify your identity.

Authentication Succeeded

CANCEL Click "Complete" button to login

Tap here to fill entire screen

CLOSE

Login with UBAS

A push message has been sent to your phone.
After verifying your identity in the mobile app, click the Complete button.

3
Complete | Cancel

Security Reminder for SVPN

Twill use Samsung's resources and systems for work-related purposes only.

Twill not use Samsung's resources and systems for my own personal benefit .

T will not disclose business, financial, strategic, customer, employee or any other confidential or proprietary information, incuding trade secrets.

Twill not allow any other person to use my SVPN Service to access Samsung systems.

Let's access SVPN.

Location Korea ﬂ

After selecting the location, Click access button to accass SVPN.

SVPN Access Helper
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4. SVPN Fingerprint authentication Reset

Click "Reset Fingerprint Device”
Insert SVPN ID

Choose the recipient type for receiving authentication code and then click Send
Insert the Received authentication code via Step #3 and then click OK

Choose the recipient type for receiving Mobile App installation link

Install the UBAS app on the mobile and enter temporary pincode shown.

SYEN

Samsung Virtual Private Network Service

| Fingerprint @

[JsavelD 0
Forgot your ID or Passwc-r«{ Reset Fingerprint Device I

Biometrics Device Initialize

Biometrics Device Initialize

Customer Support | Korean

The registered Biometrics device information is initialized and registered again.

Please enter SVPN ID.

@ I SVPN ID I
b I@ External E-Mail () Knox Messenger SeVI1
@ IReceived QTP (1

Install UBAS (If already installed, skip this procedure)

Please use provided URL 1o install UBAS.
http://www.samsungubas.com/v1/

Send URL to External Email Send URL to Knox Messenger

Please use below PIN code fo initialize UBAS.

# Users without fingerprinting feature on the phone must use different method of

authentication.

The registered Biometrics device information is initialized and registered again.
Please enter SYPN ID.

SVPN ID

® External E-Mail (O Knox Messenger Send

Received OTP OK

Install UBAS (If already installed, skip this procedure)

Please use provided URL 1o install UBAS,
2 hitp://www.samsungubas.com/v1/

Send URL to External Email Send URL to Knox Messenger

3 ﬁse use below PIN code fo initialize UBAS.

ISﬂ-‘S‘B‘EﬁC‘z:saI

3# Users without fingerprinting feature on the phone must use different method of

authentication.
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[ 5. Supported Device ]

Android : Galaxy 6 & Galaxy Note5 or later
Apple : iIPhone 5s or later

* Automatic identification of supported / unsupported devices
during fingerprint registration in UBAS

If you need additional models, please contact the SVPN service.(US Network)
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